Interagency Agreement for Exchange of

Confidential Information through the Re-employment Operating System (REOS) Between:

The New York State Department of Labor

And

____________________________________

This agreement is entered into by and between the New York State Department of Labor (the Department) and the _____________, a local Workforce Investment Area One-Stop partner (“Partner”) regarding the use of the Reemployment Operation System (REOS) owned and operated by the Department.
I. Purpose

Pursuant to Section 121 of the Workforce Investment Act of 1998 (WIA), the local Workforce Investment Board (LWIB) has established One-Stop Centers  and affiliate One-Stop Centers (Centers) comprised of One-Stop partners (Partners) providing services at the Centers.  Workforce Development System Technical Advisory #06-3.2 required Partners to develop plans to integrate WIA Title 1B services and Wagner-Peyser Employment Services.  In addition, Workforce Development System Technical Advisory #06-15 required that Unemployment Insurance (UI) customers be provided needed services through a functionally aligned system. In furtherance of these functions, Partners require access to the Re-Employment Operating System (REOS) to more effectively and efficiently serve UI customers.   

REOS is a case management and scheduling system that allows Partner staff to access information about UI customers in the provision of effective and efficient reemployment services.  The system will allow Partner staff to schedule UI customers for required appointments, generate appointment letters, track attendance at appointments, track follow-up services and advise the New York State UI Division of related program issues. 

II. Responsibility of the Partner

1. The Department hereby authorizes the Partner, as an agent of the Department’s Division of Employment Services, to access information residing on REOS to provide reemployment services as determined by the Department to UI customers.  A specific description of the information residing in REOS is annexed hereto and incorporated herein as Appendix A.  The Partner acknowledges and understands that all information contained in REOS, including individual customer information, is confidential and privileged and may only be disclosed to One-Stop Partners for the purpose of providing reemployment services as determined by the Department to UI customers.  The Partner shall ensure compliance with all applicable federal and state privacy laws and regulations governing this agreement and shall protect the rights of individuals and businesses serviced by this system in accordance with such laws. 

2. The Partner shall only grant access to those One-Stop Partner employees that are administering reemployment services to UI customers.  The Partner shall ensure that all personnel including its employees, agents and sub-contractors (hereinafter collectively referred to as “Employee”) authorized to access REOS shall be fully advised of the confidential nature of the information contained therein, the safeguards required to protect the information, and civil and criminal sanctions for noncompliance in applicable state and federal laws.  The Partner shall sign an acknowledgement that Employees have been so advised and that such Employees will adhere to the confidentiality requirements set forth herein and that the Partner shall report fully and promptly any infraction of such requirements to the Department.
3. The Partner shall require that its Employees authorized to access REOS sign a “REOS Individual Access and Confidentiality Agreement” prior to being granted access.  Access shall be granted by issuance of a password.  Employees shall not be permitted to disclose the password to any unauthorized individual for any purpose.  

4. When an Employee leaves the employment of the One-Stop Partner and/or no longer serves in the appropriated position the Partner shall ensure that access shall be immediately terminated.  Access to the REOS system can also be terminated for any individuals who violates any terms of this agreement.  The Department shall be notified of any such termination immediately.
5. The Partner will establish internal management systems, protocols and security procedures to ensure that information sharing activities by its Employees and One-Stop Partners are in compliance with this agreement prior to access being granted. The Partner shall monitor the use of REOS by Employees to ensure that information is being accessed and provided solely in accordance with authorized program activities and shall take appropriate remedial action for any unauthorized use.
6. The Partner shall ensure that any records or information obtained from REOS will be stored in an area that is physically safe from access by unauthorized persons during duty hours as well as non-duty hours. Information obtained from REOS which is maintained in electronic format must be stored and processed such that unauthorized persons cannot obtain the information by any means.
7. The Partner will notify the Department immediately upon discovering any breach or suspected breach of security or any unauthorized disclosure or use of the confidential information provided under this agreement.

8. The Partner will retain or use the records or information provided hereunder for only so long as necessary to complete the purpose specified herein. Upon such completion, the Partner will return or destroy the data.  If the Partner chooses to destroy the data, the Partner must provide to the Department a certified statement attesting that the destruction of the data has been completed and the date of such destruction.  The Partner will not retain or use the records or information provided hereunder beyond completion of the purpose specified herein without written permission from the Department.

III. General Provisions

1. This agreement will become effective upon execution and continue during the Partner’s participation in the One-Stop Centers, subject to the termination provisions set forth below:
a. In the event changes in either state or federal law or regulation occur which render performance hereunder illegal, impracticable or impossible, this agreement shall terminate immediately.

b. In the event the Partner withdraws from participation in the One-Stop Centers, this agreement shall terminate immediately.  

c. The Department may terminate the agreement at any time upon written notice to the Partner.
d. For failure to comply with any provision of this Agreement.  If the Partner fails to comply with any provision of this Agreement, the Department reserves the right to first suspend the Agreement and the further disclosure of any information hereunder, until the Department is satisfied that corrective action has been taken and there will be no further breach.  In the absence of prompt and satisfactory corrective action, the Department will terminate the Agreement.
e.  Upon termination, the Partner must return all data obtained under the agreement (and any copies thereof) and any other information relevant to the Agreement.

f. The Partner’s indemnification, confidentiality and/or related assurances and obligations hereunder shall survive termination of this agreement.
2. The Partner hereby agrees to hold the Department harmless from and to indemnify the Department for any and all claims, losses, expenses and/or damages arising out of the Partner’s breach of this Agreement or other unauthorized use of the material without limitation.  Partner agrees that it will pay to the Department any costs of enforcing this Agreement (including reasonable attorney’s fees), securing appropriate corrective action charges to federal funds and any other costs incurred by the Department in enforcing the terms of this Agreement.

3. The Department reserves the right to enter onto the premises to inspect the software, equipment and records of the Partner to ensure that all of the terms of this Agreement are fully complied with, provided reasonable notice is given. 
4. The Department’s right to terminate this Agreement for breach thereof shall not limit the right of the Department  to undertake any other action under the agreement, or State of Federal law, to enforce the Agreement and secure satisfactory corrective action or return of the data furnished hereunder, or to undertake other remedial actions permitted by State or Federal law to effect adhere to the requirements herein, including seeking damages, penalties and restitution as permitted under such law.

5. This Agreement, including any attachments hereto, represents the entire Agreement between the parties and supersedes and replaces any other understandings or agreements, whether written or oral, relating generally to the subject matter.

6. No modification of this Agreement will be effective unless it is in writing and fully executed by the parties hereto.  Any failure to enforce a provision of this Agreement shall not be construed as a waiver of any succeeding breach of such provision or a waiver of the provision itself.

7. The Partner may not assign this agreement, its obligations or any interest hereunder.  Any assignment of this agreement shall be null and void.

8. This Agreement shall be governed by the laws of the State of New York except where the Federal supremacy clause requires otherwise.

IN WITNESS WHEREOF, THE PARTIES EXECUTED THIS AGREEMENT BY THEIR DULY AUTHORIZED OFFICIALS.

_______________________


___________________________

New York State 



Partner

Department of Labor

Date___________________


Date_______________________

Appendix A



